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NEW QUESTION 14:

In order to provide dual assurance in a digital signature system, the design MUST include which of the following?

A. The public key must be unique for the signed document.
B. signature process must generate adequate authentication credentials.
C. The hash of the signed document must be present.
D. The encrypted private key must be provided in the signing certificate.

Correct Answer: B



NEW QUESTION 15:

Compared with hardware cryptography, software cryptography is generally

A. less expensive and slower.
B. more expensive and faster.
C. more expensive and slower.
D. less expensive and faster.

Correct Answer: A

Reference: https://www.ontrack.com/uk/blog/making-data-simple/hardware-encryption-vs-software-encryption-the-simple-guide/



NEW QUESTION 16:

Which of the following examples is BEST to minimize the attack surface for a customer\’s private information?

A. Obfuscation
B. Collection limitation
C. Authentication
D. Data masking

Correct Answer: A



NEW QUESTION 17:

At which phase of the software assurance life cycle should risks associated with software acquisition strategies be identified?

A. Follow-on phase
B. Planning phase
C. Monitoring and acceptance phase
D. Contracting phase

Correct Answer: C



NEW QUESTION 18:

A company-wide penetration test result shows customers could access and read files through a web browser. Which of the following can be used to mitigate this vulnerability?

A. Enforce the chmod of files to 755
B. Enforce the control of file directory listings
C. Implement access control on the web server
D. Implement Secure Sockets Layer (SSL) certificates throughout the web server

Correct Answer: D



NEW QUESTION 19:

Which of the following elements MUST a compliant EU-US Safe Harbor Privacy Policy contain?

A. An of how long the data subject\’s collected information will be retained for and how it will be eventually disposed of.

B. An of who can be contacted at the organization collecting the information if corrections are required by the data subject.

C. An of the regulatory frameworks and compliance standards the information collecting organization adheres to.
D. An of all the technologies employed by the collecting organization in gathering information on the data subject.

Correct Answer: B



NEW QUESTION 20:

Which of the following statements pertaining to VPN protocol standards is false?

A. L2TP is a combination of PPTP and L2F.
B. L2TP and PPTP were designed for single point-to-point client-to-server communication.
C. L2TP operates at the network layer.
D. PPTP uses native PPP authentication and encryption services.

Correct Answer: C



NEW QUESTION 21:

It is MOST important to perform which of the following to minimize potential impact when implementing a new vulnerability scanning tool in a production environment?

A. Negotiate schedule with the Information Technology (IT) operation\’s team
B. Log vulnerability summary reports to a secured server
C. Enable scanning during off-peak hours
D. Establish access to Information Technology (IT) management

Correct Answer: C



NEW QUESTION 22:

What is the BEST way to correlate large volumes of disparate data sources in a Security Operations Center (SOC) environment?

A. Implement Intrusion Detection System (IDS)
B. Implement a Security Information and Event Management (SIEM) system
C. Hire a team of analysts to consolidate data and generate reports
D. Outsource the management of the SOC

Correct Answer: B



NEW QUESTION 23:

What is a warning site when conducting Business continuity planning (BCP)

A. A location, other than the normal facility, used to process data on a daily basis
B. An area partially equipped with equipment and resources to recover business functions
C. A place void of any resources or equipment except air conditioning and raised flooring
D. An alternate facility that allows for Immediate cutover to enable the continuation of business functions

Correct Answer: B



NEW QUESTION 24:

Which of the following controls is the FIRST step in protecting privacy in an information system?

A. Data Redaction
B. Data Minimization
C. Data Encryption
D. Data Storage

Correct Answer: B



NEW QUESTION 25:

A retail company is looking to start a development project that will utilize open-source components in its code for the first time. The development team has already acquired several open-source components and utilized them in proof of concept (POC) code. The team recognizes that the legal and operational risks are outweighed by the benefits of open-source software use. What MUST the organization do next?

A. Mandate that all open-source components be approved by the Information Security Manager (ISM).
B. Scan all open-source components for security vulnerabilities.
C. Establish an open-source compliance policy.
D. Require commercial support for all open-source components.

Correct Answer: C



NEW QUESTION 26:

Which of the following BEST describes the purpose of the security functional requirements of Common Criteria?

A. Level of assurance of the Target of Evaluation (TOE) is an intended operational environment
B. Selection to meet the security objectives stated in test documents
C. Security behavior expected of a TOE
D. Definition of the roles and responsibilities

Correct Answer: C
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